
Section 2 

The PRA could be someone at your facility OR corporate, so check both organizations. 
If your facility does not have a PRA, you or someone at your facility can apply to be your facility’s PRA. 
You can find instructions to do so on the XDRO training page. 

Name and email address of PRA: 
Date: Verify your facility has a PRA. (Page 3) 

Section 1 
For users who have access to the IDPH web portal, but not to the XDRO application. 
**Do not complete a new portal registration form.** 

Section 3 
For new users who do not have access to the IDPH web portal. 

Gaining Access to the XDRO Registry 
 

Below are steps for providers to gain access to the XDRO registry (local health departments have a slightly 
different process). Complete this form to track progress and help you stay on course. 
The entire process may take several weeks to complete. 
 

 
 
 

 

☐ Your Portal Registration Authority (PRA) should send an email to 
DPH.Security@illinois.gov  and DPH.XDROregistry@illinois.gov requesting 
that you be given access to the additional application “XDRO registry 
(extensively drug-resistant organism).” 

**Make sure your PRA includes your full name and User ID.** 

 
 

 
Date: 

☐ Notification was received for access to XDRO. Date: 
 
 
 
 
 
 
 
 
 

 
Individual applying for PRA: 

☐ PRA request sent Date: 
**If no response after two weeks, reach out to: 
DPH.XDRORegistry@illinois.gov  

☐ PRA access granted Date: 
 
 
 
 

 

☐ Complete IDPH portal registration form.      (Page 4-5) Date: 

☐ Registration confirmation email received (PRA cc’d)   (Page 6) Date: 

☐ Web portal access approved by PRA   (Page 7) Date: 

☐ Account approval email received from DPH.XDROregistry (Page 8) Date: 

☐ Account activation email received from DPH Helpdesk   (Page 9) Date: 
You should gain access to the XDRO registry the following Friday or Monday after your Web Portal account is 
activated. 
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How do I get access to XDRO? 
https://xdro.dph.illinois.gov 

 
 

This is a screenshot from the XDRO registry website, which 
you can navigate to through the URL on this slide. 

New users must register for access to the IDPH web portal 
and request access to the XDRO registry application. 

For those who already have access to the IDPH web portal 
but do not have access to XDRO, you must have your Portal 
Registration Authority (PRA) send an email to DPH.Security 
and DPH.XDROregistry and request access for you. 

Your PRA is someone at your facility who has been 
authorized to approve users at your facility. If you do not 
have a PRA, you or someone at your facility can apply to be 
your facility's PRA. You can find instructions on setting up a 
PRA on the XDRO website as well. 
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Portal Registration Authority (PRA) List 
 
 
 
 
  
 
 
 
 
 
 
 
 
 

 

 

Providers can see the PRA list by clicking the hyperlink under Portal 
Registration Authority at the bottom of the registration page. A 
window will pop up allowing the provider to search the list. 
 
The PRA could be someone at your facility OR corporate, so check 
both organizations. 
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Registering for NEW Access 
 

This is what the IDPH portal registration 
form looks like. Fill out this form with 
your facility/workplace's information. 

Please note: if you change facilities/ 
workplaces but still need access to 
XDRO, you will be required to re- 
register for access using your new 
facility/ workplace information. 
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Select “XDRO Registry” 
 
 
 
 
 
 
 
 
 

 
At the bottom of the registration  
form, make sure you select access  
to XDRO Registry (extensively drug-
resistant organism).  

PRAemail@facility.org 
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Registration 
Confirmation 

 

 

 

 
Should receive this right 
after you complete the 
registration application. 

Read the entire email and 
follow all instructions to 
prevent delays. 

Now that you've submitted your 
application, you should receive 
this email from DPH Security. 
Your PRA should be cc'd and 
notified of your access request. 
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PRA Approval 
 

 
Sometimes, the longest 
delay is waiting for PRA 
Approval. This is a real 
example, showing a 10-
day delay in approval 
from the PRA. 

 

 
Once your PRA approves your request, you 
should get an email like this. Remember that 
one of the delays to access for IDPH 
applications is waiting for PRA approval. 

This is a real example showing a 10-day 
delay in approval from the PRA. 

Ensure your PRA is providing approval in a 
timely manner. The IDPH teams cannot 
move forward without this approval. 
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Account Approval 
 
 
 

This will be sent out once your 
PRA approves your access to the 
XDRO registry. 

This is a request to the DPH 
Helpdesk to enable your 
account. Your account is not 
ready yet. 

 
*Note that it may take up to 6 
weeks for your account to be 
activated. 

Once your PRA approves access, you should get 
another email like this requesting the DPH 
Helpdesk to grant your account access to the 
Web Portal and XDRO registry. 
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Account Activation 
 

 
 
 
 
 
 
 

 
 
 

 
Receiving this email means that your account 
has been enabled, and you should now have 
access to the Web Portal.  
 
Although the XDRO icon may appear in your 
Web Portal account, it will not be activated 
until the following Friday or Monday after your 
Web Portal account is activated.  
 
The email will also show instructions on how to 
log into the IDPH portal and access the 
applications you've requested. 
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How to Log into XDRO Registry 

Log in to the XDRO registry at: http://portalhome.dph.illinois.gov/ 
 

To log into the XDRO Registry, you must 
enter through the IDPH web portal. 

There's a URL on this page that directs you 
to the portal home. 

Once on the web portal home page, click on 
"DPH Portal Login." 

http://portalhome.dph.illinois.gov/


11  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Enter your 
username 
and 
password. 

Once you reach the login page, enter your 
username (provided by IDPH) and the 
password you set up. 
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Select “Production Apps” 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Once logged in, navigate to the 
"Applications" tab, select "Production 
Apps" from the drop-down list. 
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Select “XDRO Registry” from the Production 
Apps List. 

 
The XDRO Registry will open in a new tab – click the “X” to 
enter the external XDRO Registry website. 
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Registry Home Page 
 
 
 
 
 

You will be directed to the XDRO 
Registry landing page. 

You should have five buttons on your 
home page: 
• Submit Report 
• Facility Submission History 
• XDRO Dashboard 
• Search Registry 
• Facility Alert History 
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